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JOB DESCRIPTION & PERSON SPECIFICATION 

  
 

 
Job Title: Cloud SRE 
 

 
Location: Hunmanby / Mansfield  
 

 
Department: Controls and Automation 
Engineering 
 

 
Contract: Permanent 

 
Reports To: Senior Cloud Architect 
 

 
Direct Reports: N/A 
 

 
 

1.0 Job Summary & Role 
 
We’re looking for a Cloud SRE who can work independently and within a team, with strong 

skills in one or more object-oriented languages (PHP, Golang, NodeJS/TypeScript, or C#) and 

web technologies (TypeScript, HTML, CSS). You’ll have hands-on experience building 

monitoring solutions, CI/CD pipelines, and cloud infrastructure, along with the ability to 

communicate effectively across requirements, design, development, and testing. 

You’ll primarily contribute to DSE’s IoT platform (DSE WebNet), alongside developing 

supporting tools and business systems. Our products operate in the energy control and 

automation space, supporting applications from generator sets and renewables to microgrids 

and off-highway machinery. 

We’re looking for a proactive engineer with a strong track record in problem-solving and 

delivering high-quality, standards-compliant software and infrastructure. You’ll follow 

established processes while helping improve them, working within a multidisciplinary team. 

A passion for innovative technology is key. This role offers the opportunity to deepen your 

expertise in industrial controls, IoT systems, and cloud-native practices. 

 

2.0 Key Responsibilities & Main Duties 

• Capture software and infrastructure requirements from project inception  

• Ensure platform reliability, security, safety, and compliance standards  

• Design and maintain monitoring, alerting, and dashboards (Grafana, OpenTelemetry)  

• Own SLOs, SLIs, and error budgets for the DSE WebNet IoT platform  

• Provision and manage cloud infrastructure (GCP, Azure, AWS) using 
Terraform/Ansible  

• Design and manage cloud networking (VPCs, load balancers, DNS, firewalls)  

• Run containerised workloads with Docker and Kubernetes, including optimisation and 
lifecycle management  

• Build and maintain CI/CD pipelines with GitHub Actions from commit to production  

• Drive SDLC automation, replacing manual processes with scalable workflows  

• Develop platform tooling/services in PHP, Golang, NodeJS (TypeScript), or C#  

• Maintain MQTT brokers and WebSocket/HTTP APIs for WebNet  

• Stay current with IoT technologies and recommend practical improvements  

• Promote best practices through design and code reviews  
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• Maintain strong Git discipline and version control standards  

• Support releases through testing, production, and deployment  

• Produce clear, professional documentation across the lifecycle  

• Participate in on-call rotation and lead post-incident reviews with actionable outcomes 
 
3.0 Internal & External Relationships 
 
The Cloud SRE will work closely with both internal and external customers including but not 
limited to Engineering management, Test and Approvals, Technical support and commercial 
sales. 
  
The Cloud SRE will be required to periodically visit alternate business sites for training, 
information transfer and team cohesion. There may also on occasion be a requirement to visit 
customer sites. 
 
 
4.0 Key Performance Indicators  
 

• Successful delivery of professional and quality software and infrastructure solutions that 

meet the business’s needs 

• SLO adherence and measurable improvement in platform reliability metrics over time 

• Ability to work both individually and as part of a team 

• Deliver solutions to estimated timescales 

• Demonstrable progress in automating manual SDLC processes 

• Have good communication skills with both technical colleagues and managers alike 

• Strive for personal growth as a professional cloud and software engineer 

• Grow application knowledge of industrial control and IoT systems 
 

5.0 Essential/Desirable Factors  

 

Knowledge 

Essential: 

• Proficiency in one or more of PHP, 
Golang, NodeJS (TypeScript) or C# 

• Proficiency in MySQL or NoSQL 
fundementals 

• API design and programming 
(JSON/REST) 

• Proficient user of Git for source 
control management 

• Understanding of IoT technologies 
and protocols such as MQTT and 
edge devices 

• WebSocket and HTTP fundamentals 
  

Desirable: 

• Background in electrical systems or 
knowledge of the power generation 
industry 

• Familiar with PHP socket daemons 
and stream wrappers 

• MySQL configuration and 
performance tuning 

• MySQL Sharding and Partitioning 

• NoSQL Server Administration 

• Experience with OpenTelemetry 
instrumentation and Grafana 
dashboard design 

 

Skills & Attributes 

Essential: 

• Excellent team player with 
collaborative problem solving and 
troubleshooting capabilities 

Desirable: 

• MAUI Mobile App Development 
Framework 
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• Accustomed to breaking down tasks 
for more accurate estimates of effort 

• Used to working in a high-pace 
environment 

• Enthusiastic and optimistic with a 
genuine passion for cloud-native 
and IoT technology 

• Strong communicator across 
technical and non-technical 
stakeholders 

  

• Experience with Agile/Scrum 
methodologies and Jira 

 

Experience 

Essential: 

• Docker and Kubernetes in a 
production environment 

• Infrastructure-as-code using 
Terraform and/or Ansible 

• CI/CD pipeline development with 
GitHub Actions 

• Experience with one or more of 
GCP, Microsoft Azure or AWS 

• Understanding of networking in a 
high availability environment 

• Hypervisor setup, configuration and 
management (vSphere/ESXi) 

• Linux server setup and health 
monitoring (CentOS/Rocky Linux or 
other RedHat-based distro) 

  

Desirable: 

• Experience with server hardware 
and physical cabling 

• Grafana and OpenTelemetry 
observability stack management 

• Migration of on-premises VMware 
workloads to managed cloud 
services 

• Cloud networking fundamentals: 
VPCs, subnets, firewalls, load 
balancers, DNS 
 

 

Qualifications 

Essential: 
 

• Qualification or Equivalent 
Experience in Software Engineering 
or Cloud Engineering 

 

Desirable: 

• Bachelor of Science in IT/Software 
Engineering or equivalent 

• Cloud certification: GCP 
Professional Cloud Engineer, AWS 
Solutions Architect or Azure 
Administrator 

• CKAD or CKA (Certified Kubernetes 
Application/Administrator) 
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